Sober Virus – Protecting Against Blended Threats
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SUMMARY

The latest variant of the Sober virus (Sober@MM!M681, Sober.x, Sober.v, Sober.z) installed a trojan on infected machines. According to the source code, it is believed this trojan will be used to launch another attack on January 5th and 6th. At this time, the virus is expected to connect to numerous servers to either update the virus, or download malicious code that will likely send out German and English language email hate messages.
These URL’s have been identified as the domains infected computers will be attempting to connect to:

home.arcor.de/dixqshv/
people.freenet.de/wjpropqmlpohj/
people.freenet.de/zmnjgmomgbdz/
people.freenet.de/mclvompycem/
home.arcor.de/jmqnqgijmng/
people.freenet.de/urfiqileuq/
home.arcor.de/nhirmvtg/
free.pages.at/emcndvwoemn/
people.freenet.de/fseqepagqfphv/
home.arcor.de/ocllceclbhs/
scifi.pages.at/zzzvmkituktgr/
people.freenet.de/qisezhin/
home.arcor.de/srvziadzvzr/
people.freenet.de/smtmeihf/
home.pages.at/npgwtjgxwthx/
MORE INFORMATION

By blocking access to these sites, administrators can help ensure that infected computers on their networks will not be able to access these URL’s. This should prevent the infected machines from updating or downloading malicious code.
How SurfControl Protects you

The Sober virus has the potential for sever impact on unprotected networks. It uses blended threats to bypass network securities that use a single point of defense. The original virus came in via email. The code installed by the virus connects to a URL. Then, each infected computer will turn into an SMTP server, sending out propaganda spam. How does having SurfControl help?
E-mail filtering

The original virus was delivered by email. Those networks with proper filtering in place; filtering using anti-virus scanning, dictionary scanning, and SurfControl’s proprietary Digital Finger Print were already well protected when the virus first hit. SurfControl’s Global Threat team responded to this initial threat by updating the URL Category lists and Digital Finger Prints to help reduce the impact of the new Sober variant.
Web filtering

Enterprise Threat Shield

Tweaking SurfControl to get the best protection

Below are step by step instructions for each of the SurfControl products. By following these directions, you can minimize the impact the Sober virus will have on your network and users.

E-mail

There are three primary concerns with the email filter:

1. Protecting against the virus
2. Blocking the spam that will be generated on the 5th and 6th of January

3. Maintaining the filter against the increase in traffic

Protection against the virus

The best way to protect against the virus is by having current updates of the Anti-Virus Agent, but also the Anti-Spam Agent, and URL Category list as well.

SurfControl recommends setting updates to the following:

Anti-Virus Agent
Every hour

Anti-Spam Agent
Every two hours

URL Category List
Every 12 hours

To check your updates:

1. Open the SurfControl E-mail Filter Scheduler

2. Click on the Anti-Virus Agent update event, and configure

3. Set the event to run every 1 hour by checking the Every HH:MM box and clicking OK

4. With the Anti-Virus Agent event selected, click ‘Run Now’

5. Click on ‘View Log’ and verify that the event is succeeding

Repeat this for each of the other update events.

In addition to this, make sure you follow SurfControl’s guidelines for blocking the Sober virus outlined in our Knowledgebase article: http://kb.surfcontrol.com/article.asp?article=1729&p=5
To reduce the amount of resources required by the Rules Service, SurfControl recommends setting the Anti-Virus Agent rule to Discard messages, instead of attempting to clean them. Also, the default Anti-Virus rule notifies the sender, intended recipient, and system administrator of the virus. This is a hold from the days valid emails could contain viruses. This is so rare now, that SurfControl recommends deleting the Notify objects from the rule, as that many notifications could impede the normal flow of email, and generate unnecessary email traffic.
Blocking Sober Spam

The last Sober virus generated political German language hate mail. This version is expected to do the same in German and English. 
Enable prescreening features RealTime Blackhole Lists, and Directory Harvest Detection. These will help block spam and virus generated emails before they hit the Rules service, resulting in less system resources used. 
Pre screening features are included in the SMTP filter, version 5.0 or later. They can be accessed through the E-Mail Monitor-> File-> Server Configuration.
RealTime Blackhole Lists (RBL’s):

Enabling this will compare the IP address of the sending server against lists of known spamming IP addresses. If a match is found, the email connection is dropped without being received. For a list of RBL’s, do an internet search. The most popular are sbl.xbl-spamhaus.org and bl.spamcop.net.
Directory Harvest Detection:

Directory Harvest Detection uses an LDAP connection to verify that incoming mail is being sent to a valid user at your domain. Complete information on setting it up can be found in this Knowledge Base article:

http://kb.surfcontrol.com/article.asp?article=1067&p=5

Update the Anti-Spam and URL agents (as outlined above). The SurfControl Global Threat team will be adding the new spam profiles to the Digital Finger Print and URL definitions as soon as possible, so by updating the Anti-Spam Agent every two hours, you ensure that your Digital Fingerprints will be current.

Exclude the following directories from real-time or scheduled anti-virus scanning:
~\Program Files\SurfControl E-mail Filter\In

~\Program Files\SurfControl E-mail Filter\Out

~\Program Files\SurfControl E-mail Filter\Temp

~\Program Files\SurfControl E-mail Filter\Work

This may seem counter intuitive; blocking viruses by excluding folders. If exclusions are not set, however, virus scanning can interfere with the Rules Service’s own scanning. When this happens the email is released and can bypass the rules.
Check for any allow lists that allow large domains to send email without being filtered. If you must have them, SurfControl recommends putting the allow list below the Network Security and Anti-Virus rules, and, if possible, under the Anti-Spam Agent Digital Finger Print (DFP) rule.

Maintaining the Server

With the Sober virus will come an increase in email traffic, both virus messages and political spam. This increase has the potential to overwhelm any server that is not properly maintained. By limiting the amount of messages stored in the queues and purging the database regularly you can minimize the impact this increase of messages will have on your server.
To purge the database:

1. Open the SurfControl E-mail Scheduler.

2. Click on Add item.

3. Choose Database Management from the pull down menu, and click Configure.

4. Click on Purge Database.

5. Choose the length of time you want to keep data (usually between 7 and 30 days).

6. Also, check the Purge unused email addresses box, then click Ok.

7. Set event to run once a week by clicking the weekly button, then choose a nice quiet day and time (such as 9:30am Sunday).

8. Click Ok.

SurfControl has a recommended limit of 10,000 messages per isolation queue. This can be maintained by setting up Automated Queue Management. To enable this:

1. Open SurfControl E-mail Monitor, and choose File -> Server Configuration.

2. Under the Rules service, select Queue Management.

3. Select the queue you wish to manage, and click Edit.

4. Check Enable Automated queue management, and set to Delete from the pull down menu.

5. Click Configure and set the time you want messages to remain in the queue. If you select Take Action after time delay, the messages will be deleted from the queue after they have been in there for the specified amount of time.
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